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INTRODUCTION

IntePARES Trust project approved a comparative analysis of selected governmental
electronic services (e-services) offered through the Internet in Croatia and abroad focusing
on aspects which might be important for their implementation as trusted e-services.

Research timeline: 15 January to 15 July 2014.

This research involved six graduate research assistants — two PhD students and four
graduate level students.

Project results were disseminated:

1.

Workshop of Croatian InterPARES Trust Team organized by project partner Digital
Information-documentation Office of the Government of the Republic of Croatia,
28th March 2014, Zagreb, Croatia

Stanci¢, Hrvoje, Comparative Analysis of Implemented Governmental e-Services,
Symposium Trust and Digital Records in an Increasingly Networked Society, 14th May
2014, Stockholm, Sweden

Garié¢, Ana; Presecki, Kristina; Stanci¢, Hrvoje, Trust in governmental e-services,
Conference Information Technology and Journalism 2014 (ITJ 19), 28th -30th May
2014, Dubrovnik, Croatia

Stanci¢, Hrvoje, Report on the InterPARES Trust Project, in: Babié, Silvija (Ed.),
Dostupnost arhivskoga gradiva, Hrvatsko arhivisticko drustvo, Vinkovci, 2014, pp.
521-527 (published paper presented at the 47th Symposium of Croatian Archival
Society, Availability of archival material, 22th-24th October 2014, Vinkovci, Croatia)

InterPARES Trust visibility event - Presentation of InterPARES Trust research results,
organised by project partner Faculty of Humanities and Social Sciences, University of
Zagreb, Croatia, 21th November 2014

Stanci¢, Hrvoje, Project InterPARES Trust — project activities, 18th seminar Archives,
Libraries, Museums — possibilities of cooperation in environment of global
information infrastructure, 26th-28th November 2014, Rovinj, Croatia



RESEARCH

Research methodology
The research was divided in four stages: (1) Identification, (2) Data acquisition, (3) Analysis,
and (4) Interpretation. The research was limited to the EU region.

1. Identification

Firstly, a literary review was done in order to identify which relevant studies were done so
far. At the EU level a number of relevant documents and studies were found which helped
direct further research. Then, the environmental scan was done, i.e. relevant governmental
e-services were identified by EU country. The matrix of existing e-services by country was
created. Further, the research focused on eight European countries: Belgium, Croatia,
Denmark, Estonia, Germany, Lithuania, Sweden and United Kingdom. The Croatia was
chosen for comparison because the research was done in Croatia, because of the availability
of needed materials, and the possibility to compare Croatia's development with the other
countries' development. The other seven countries were chosen on the basis of the best
online availability of the materials needed for the research.

The research of e-government services adopted the "representative basket of 20 services" as
described in Digitizing Public Services in Europe: Putting ambition into action, a 9th
Benchmark Measurement by European Commission from December 2010. This document
divides e-services into two main groups — e-services for citizens, or G2C (Government to
Citizens, 12 services), and e-services for businesses, or G2B (Government to Business, 8
services) as follows:

e-Services for Citizens (C1-C12)

1. Income taxes
Job search
Social security benefits
Personal documents
Car registration
Application for building permission
Declaration to the police
Public libraries
Birth and marriage certificates
10 Enrolment in higher education
11. Announcement of moving
12. Health-related services

©oNOUAWN

e-Services for Businesses (B1-B8)

1. Social contribution for employees
Corporate tax
VAT (Value Added Tax)
Registration of a new company
Submission of data to the statistical office
Custom declaration

oukwnN



7. Environment-related permits
8. Public procurement

The research was limited to G2C and G2B e-services. The business to business (B2B),
business to citizens (B2C), and citizens to citizens (C2C) e-services were not analyzed because
they are not considered as governmental e-services.

The identified G2C and G2B e-services were analysed in each of the eight countries in order
to determine the key service components. This was used to create the governmental e-
service questionnaire. It consisted of 52 questions divided into 6 categories as follows:

Basic service information (11 questions)

Users (7 questions)

Business optimization (4 questions)

Technological solutions (14 questions)

Storage and long-term content availability (10 questions)
System operation transparency (6 questions)

ok wnNnE

The questions were:

1. Basic service information

1. | Service URL

2. | Service category

3. | Category/type of institution authorized for the e-service

4. | Start of service development/implementation

5. | Level of informatization

6. | Isthe service connected with any other governmental services and, If yes, which?
7. | Comparison of official and actual development of the e-service

8. | Are there limitations to the service's work schedule? If yes, what are they?

9. | Short description of the service

10. | A screenshot of the service

11. | Does the service do what it is described to do?

2. Users

Is using the service mandatory for a certain category of users? If yes, which category
of users is it mandatory for?

13. | Are there different groups of users?

14. | How many users are there per user group?

15. | Percentage of users who use the service electronically

16. | Which age groups are prevalent in using the service?

17. | Is the service adapted for users with disabilities?

18. | Users' satisfaction

3. Business optimization

Are there positive financial indicators for e-service (for the institution responsible for
service and for users)?

20. | Has there been a decrease in time required to process user applications?

How did the service affect the organisation of work processes in the responsible
organization in terms of the required number of workers?

22. | What are the plans for upgrading and expanding the service in the future?

12.

19.

21.

10



4. Technological solutions

23. | Type of authentication
24 Is the communication between the server and client station encrypted (SSL, some
" | other protocol)?
25. | Does the service use elD? If yes, which one (list all if more than one elD exists)?
26. | Does the electronic signature use digital certificates?
27. | If yes, which format of electronic signatures is used?
28. | In what way does the user fill in and send data?
29. | Do the users send attachments with the filled in data? If yes, in what way?
30 Do the users have predetermined types of document formats while sending out
" | data? If yes, which ones?
31 Is the service implemented through open-source or commercial technologies?
" | Which technologies are being used?
32. | What type of application is used on the client side?
33. | Through which channel(s) is the service available?
34. | Is the service hosted within the responsible institution?
35, If the responsible institution is hosting the service, does it have the required
certificates?
36. If the service or any of its parts is hosted outside the responsible institution, does it

use the Cloud? Is the Cloud/Data centre located within the same country?

5. Storage and long-term content availability

37. | What is the retention period for the data in the system?
38, Is the retention period defined by a law/regulation or some other act? If yes, which
one?
39. | Are the data deleted after the retention period expires?
40. | What is the preferred long-term preservation format(s)?
a1 Does the service use a method of materialisation of data (conversion from digital to
" | analogue format, e.g. printing, microfilming etc.)?
42 Does the service comply with any of the long-term preservation standards? If yes,
" | which one?
43 Does the service offer use of an electronic archive as an additional service? Are there
" | electronic document safe services?
44, Are the data received through the service stored within the responsible institution's
information system?
45, Does the responsible institution possess the required certificates that guarantee
security of the stored data?
If the data are at least partially stored outside the responsible institution, does it use
46. | Data Cloud? Is the Cloud/Data centre located within the same country as the

responsible institution?

6. System operation transparency

47. | Is there a defined service use policy?

48 Are there any proclaimed technological measures guaranteeing the users that their
" | data are only used for the defined purpose?

49. | Are the employees required to sign a non-disclosure agreement?

50. | Can users access and view their data through the service?

11




Can users correct or update any of their data within the service? If yes, can the
request for correction be sent electronically?
52. | Can users monitor status of their application?

51.

The key question, by which it was determined whether to proceed with the analysis of an e-
service or not, was the question number 5 — determination of the level of informatization. In
order to proceed, the e-service being analysed needed to be at a maturity level 2 or higher.
If it was lower, it was not considered as an e-service. The maturity ranking that was used was
the following:

Maturity level Level Description
0 No information Information is not available online or service
available provider does not have web page.

Only information about the service is available

! Information online (e.g. description of a procedure).
Downloadable forms available online. Empty

2 One-way interaction forms could be filled in using computer or could
be printed.
Forms could be filled in online for which

3 Two-way interaction authentication is needed. By submitting online

form a service is initiated.

A complete service is available online — fillable
4 Transaction online forms, authentication, payment, delivery
or other types of complete services.

Iterative services (e.g. obligatory statistical
reporting) which are automatically initiated,
and are creating automatic reports on a service
being completed.

5 Iteration

The set of 52 questions divided into 6 categories was considered as sufficient to provide
enough information on an e-service in order for the users to consider the e-service as
responsible, reliable, accurate, secure, transparent and trustworthy as well as that it
considers privacy issues, duties to remember (i.e. digital preservation), and the right to be
forgotten (i.e. safe deletion). The research team believe that the developed questionnaire
can on one side provide guidance for the users and on the other side function as guidelines
for the e-service providers on what information about the e-service should be put online.

2. Data acquisition

In the second phase the developed questionnaire was used to gather information on 12 G2C
and 8 G2B e-services in 8 countries. The questionnaire was filled by the researchers during
the online investigation. The total of 8,320 questions were (tried to be) answered. Of course,

12



some questions were unanswered due to different reasons (mentioned later in detail) like
technology-related problems or unavailability of online information.

3. Analysis

This phase followed the data acquisition phase and was, during certain period of time,
overlapping with it. Filled in questionnaires on governmental e-services were firstly analysed
by country and then comparatively by e-service (12+8) across countries (8). The detailed
results are given later in this report.

4. Interpretation

In the last phase the results of the analysis were interpreted and the recommendations were
formulated. The results of this phase are incorporated in the results given below. They are
organized by e-services and each e-service is interpreted through the 6 categories of the
guestionnaire questions aggregating and comparatively presenting the results from all
analysed countries. But, before giving those, rather extensive results in the next two
sections, here is the highest level of aggregation and interpretation, or summary of the
overall results by the categories.

The e-services of the same type were initiated at different years but all of them in the last 15
years. The most important years of the development are falling within the last decade. The
most developed ones, like the Danish e-service in the category of income taxes are already
at the highest maturity level 5. Therefore, earlier adoption of e-service concepts does not
necessarily mean the highest maturity level.

During the data acquisition and analysis, sometimes it was hard to determine the exact level
of informatization because there was no information available, because of the language
problem or problems with the technology that the service was built upon (e.g. e-services
that used Flash technology were not suitable for automatic translation of the interface and
contents). Also, there were situations when the maturity level of an e-service could not be
clearly determined because part of the service was at the lower level and, usually smaller,
part at a higher level. Examples of this situation could be found in Estonia and United
Kingdom where e-services in the category of personal documents are between the maturity
levels 3 and 4.

During the analysis it was noticed that there are two types of users of e-services — external
and internal users. External users are citizens or businesses as the designated communities,
while internal users are employees who use e-services as a part of their everyday business
activities and who process, analyse and store the e-services' data (e.g. citizens as patients vs.
doctors as health care workers or employees vs. employers).

13



The e-services in all countries are generally not obligatory to use, and are functioning as an
alternative way of service realization. There were only five services identified as obligatory,
three from the G2C and two from the G2B category. They are (maturity level is indicated as
well):

G2C

e Sweden (Social security benefits, 5)
e Estonia (Application for building permission, 3)
e Estonia (Health-related services, 4)

G2B
e Belgium and Croatia (Social contribution for employees, 3)

Further, 67% of investigated e-services could be used by users with disabilities because the
possibilities of text resizing, using text synthesizers, using available information in sign
language etc.

In this category the information on financial indicators for e-services was hard to find, but
some services reported a decrease in time required to process user applications. For
example, health-related services in Denmark save 50 minutes daily by using e-services and
thus can process 10% more patients. United Kingdom, in the same category, has around
4,500 patients' visits to the doctors and around 8,000 phone calls less because of the use of
e-services. In Croatia, the time to process applications of pension insurance is shortened
from 7 days to 24 hours. Almost all countries reported some kind of positive effect related to
the statistical reporting to the national bureaus of statistics.

Scarcely any information was found on the influence of the development of e-services to the
organization of work processes in the responsible organization in terms of the required
number of workers. Only in the Croatian bureau of statistics it was learned that the
employees were redistributed to other workplaces within the organization.

Users of e-services are usually authenticated by Smart Cards or e-ID cards, username and
passwords, digital certificates etc. The communication between the server and client station
is almost everywhere encrypted by using SSL or HTTPS protocols. XAdES is the prevalent
format of electronic signatures, and XMLDSig is also used, but not so often. Web forms are
the mostly used way of communication with e-services, and sometimes users are allowed or
required to send attachments (e.g. income tax applications in Belgium, Croatia (.pdf) and
United Kingdom (iXBRL or .pdf), or Estonia in the category of personal documents (.pdf or
.jpg)). Further, the answer to the question whether the services are implemented using
open-source or commercial technologies was not found at all. Also, it was not possible to
found the answer where the e-services were hosted. Only in the case of social security
benefits in Belgium the e-service is hosted within the responsible institution — the
Crossroads Bank for Social Security. Regarding conformance to the ISO standards, only three

14



e-services (Germany — taxes, and United Kingdom — enrolment in higher education, and
health-related services) provided information stating that IT Security is based on ISO 27001
(basic standard for managing IT security). Although no information on the questions whether
the e-services are using cloud solutions and whether the hosting data centres are located in
the same country was found, plenty information on the place where the received data are
stored were found, as discussed in the next subsection.

Retention periods for the data stored in the system of e-services differ based on the type of
data being held, type of institution responsible for the data (e.g. Germany and United
Kingdom — higher education and universities are required to keep the data for the period of
studying +3 years), and on the legal regulations (e.g. Croatia and Sweden require the health
care and social security records, created by e-services, to be preserved for at least 30 years).
This is an important requirement in terms of long-term preservation, conversion, migration
and preservation of authenticity, reliability, integrity and usability of the preserved records.

After the retention period expires the data are deleted or destroyed. This information was
found in the available documentation of only seven e-services. Interesting procedure was
found regarding the e-services used for declarations to the police in Denmark — the data are
deleted after 30 days and in the case of the sensitive data —immediately.

Information on the preferred long-term preservation formats was found in case of only one
e-service — the Lithuanian e-service for social contribution for employees which uses PDF/A
and XAdES-A stored in the central Electronic Archival Information Service (EAIS).

It was interesting to see if any kind of materialization (e.g. microfilming, printing) was used
with e-services either as a kind of relict from the analogue paradigm or as a kind of
preservation method. Indeed, it was found that in United Kingdom users have to print the
documents in case of e-service in the category of personal documents. Further, in Denmark's
declaration to the police e-service the received e-mails are printed and then deleted from
the system, especially in the case of sensitive data. Finally, in the case of submission of data
to the statistical offices, there is an option to print a compiled statistical report as a proof of
sending data.

No information on the compliance of e-services with the long-term preservation standards
was found. Also, no information on the possible offering of use of an electronic archive as an
additional service, e.g. electronic document safe service, was found either.

Although it was not possible to found the answer where the e-services were hosted, as
mentioned earlier in the previous subsection, there were plenty information on the place
where the received data are stored (the information was found in 19 occasions). The data
are stored within the responsible institutions like those in the categories of job search,
enrolment in higher education and submission of data to the statistical office, or outside of
the information systems of the responsible institutions, e.g. declarations to the police in
Denmark and Germany where the data are stored in the specially protected locations with
authorized access only, or health-related services in Denmark and Estonia where the data
are stored in a centralized, national database that all hospitals can access.
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Although it was not possible to found the answer whether the e-services were using cloud
solutions and whether the hosting data centres were located in the same country, as
mentioned earlier in the previous subsection, the information on the usage of cloud
solutions for storing the data was found in the category of social contribution for employees
in four countries — Croatia, Estonia, Germany and Lithuania.

The majority of e-services have service use policies available online. Less than 50% of G2C e-
and around 80% of G2B e-services have use policies accessible. United Kingdom is the most
advanced regarding this. In the case of 12 e-services the proclaimed technological measures
guaranteeing the users that their data are only used for the defined purpose were found —
most of them in United Kingdom.

Information about the non-disclosure measurements were found only in health-related e-
services in United Kingdom and overall in statistical e-services where non-disclosure is
regulated by the law.

In most cases users can access personal data stored in e-services. Corrections and changes
are possible, although not directly by the users but only upon request.

In the case of G2C e-services around 50% of them offer the possibility to monitor the status
of application while in the case of G2B services the majority offer the same possibility. This
possibility depends on the type of e-service and the need for it.
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GOVERNMENTAL E-SERVICES FOR
CITIZENS

CO01 Income taxes: declaration, notification of assessment,
[BO2 Corporate tax: declaration, notification]
[BO3 VAT: declaration, notification]

Because most e-services in the categories of Income taxes for citizens and Corporate tax and
VAT declaration/notification for business/corporate users share the same basic service, they
will all be covered in this section. The exception to these is the case of Belgium, where Tax-
on-web is used for citizens, while BizTax is used for businesses. For Denmark, there are also
different services for different types of users — TastSelv for citizens and Arsopggrelsen for
businesses, though both are regulated by SKAT. Only TastSelv was studied in detail, while
Arsopggrelsen was analysed only partially. However, due to a similar infrastructure and the
fact that they share the same authority, the results for TastSelv can easily be applied to
Arsopggrelsen.

1. Basic service information

All e-services in the income taxes category share the same highest authority, which is the
Central Government of the country or region. Other than the Central Government, most e-
services have a designated department, agency or board responsible for supporting and
maintaining it.

Regarding the start of implementation, the date varies greatly from country to country.
Some of the services of this category were developed during the 2000s, while others were
developed earlier — during the 1990s. In the case of Belgium, Tax-on-web was implemented
in 2007. In the case of Sweden, Mustansar and Zulfigar (2010) acknowledge that e-tax in
Sweden started functioning in December 1996 under the domain name www.rsv.se, which
was changed to www.skatteverket.se in January, 2004. Other e-services were already being
developed and put in use in the 90s, which is the case in Denmark and Germany. In
Denmark, TastSelv started in 1995, making CCTA a pioneer in eGovernment. Information on
the start of implementation in the case of Germany was gathered from website statistics and
does not necessarily represent the true start of implementation. In the case of Croatia and
the UK, information on the exact date/year of implementation is unknown.

By reviewing the e-services in the category of income taxes, it was reasonable to expect that
all of the e-services would be Maturity level 5. However, this information is not completely
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verifiable unless access is gained. Still, information found on the websites of the services
provided enough information to safely assume the services boast the highest Maturity level.

The researched e-services in this category mostly encompass more than one category of e-
services. Some e-services provide services for both private and corporate users, while others
focus mostly on corporate/business users. Denmark, Estonia and the UK include Customs
declaration within the same e-service, while all researched countries had at least Corporate
tax and VAT declaration on the same service. Except for Belgium, all other researched
countries had the same service for citizens’ and business’ income taxes declaration. Gov.uk
connects to the largest number of different categories of e-services, though most of them
are not directly connected on their own. They do, however, appear to share the same
infrastructure. Tax-on-web is the only service targeted specifically to citizens.

By comparing the official and actual development of the e-services, it is difficult to
determine any differences between the official and actual development for most countries
in this category. There is a persistent lack of reports suggesting any difference in official and
actual development. The exception here is Denmark, where TastSelv is recognized as a great
success according to a survey done by SKAT®.

None of the e-services in the category of Income tax appear to have any limitations to their
working schedule. However, it is worth noting that user support lines usually have limited
work hours. Due to a lack of access it was not possible to fully determine whether or not the
services do what they are described to do. However, by analysing various reports and by
examining the level of development of each service, it is clear that all of the services in
qguestion fulfil their stated tasks.

2. Users

There was no information about mandatory use of analysed e-services of this category for
most countries. In Belgium, the use of Tax-on-web is not mandatory and is presented as an
alternative. In Denmark and Germany the use of the e-service is not mandatory for private
users, but its use is emphasized, if not mandatory for business and corporate users. The e-
services in this category are mostly divided into sections for private and for business users
(except with Tax-on-web, which was only built for private users). Tax-on-web further
classifies different groups of users according to their status. However, there is no
information on concrete groups of users with different rights of access on the website.
Questions about the number of users, electronic use of the service and most frequent age
groups of the users provided little to no information. The only partial exception is Denmark’s
e-service TastSelv, which states that they have contact with around 4.6 million out of almost
5.4 million (2005)? and Belgium with 3 million users.

! http://www.itdweb.org/documents/public/denmark. TASTSELV%20-%20the%20automated%20tax%20administration.pdf (20.6.2014.)
2 .
Ibid.
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Considering the fact that all e-services of this category are accessed through a web browser,
we could argue that they are immediately adapted for users with disabilities since web
browsers can change font size, have text-to-speech plugins etc. However, only in the case of
BizTax does the e-service give the option to increase font size.

Users' satisfaction was difficult to come across. Only in the case of Denmark’s TastSelv and
Sweden’s Skatteverket could there be found any surveys at all. Denmark’s survey, however,
mostly covers the success of the service in general, but deals little with the users’
satisfaction with the service other than stating that 56% of users are familiar with the service
and use it regularly (data from 2005)°. In addition, only SKAT’s TastSelv, a service for private
users, was covered while Arsopggrelsen (annual report) was not covered by this study. It is
thus important to note that the business side of SKAT’s e-services does not provide a good
answer to this question. Skatteverket showed more concrete results - a majority agreed on
good usability, adaptability, security and information with the exception of immigrants
(complicated use due to language issues) and/or the elderly (who aren't always accustomed
to certain technological solutions). Users thought the advantages were the ease and
quickness of use, transparency, faster returns, ability to use the service despite address
change and reduced errors. Some disadvantages pointed out by the users were the lack of a
multi-language option, difficult use for non-regular internet users, problematic codes, lack of
control over users' tax affairs, declaring without understanding the implications and the fact
that deductions cannot be made”.

3. Business optimisation

Regarding positive financial indicators, only a survey on SKAT’s e-service TastSelv claims that
there have been positive financial indicators for the e-service, both for the citizens and the
administration®. However, exact figures are missing. Other e-services in this category
provided no information on this subject.

There is no available information on decreases made to the time required to process user
applications for any analysed service of this category. It is logical to assume, however, that a
decrease in time required to process applications did occur because that is one of the main
reasons for starting an e-service.

Information on work process organization was only provided by TastSelv®, where a
reassessment of work processes and resources occurred after introducing the e-service.
There is no information on the change of required number of workers, however. Other e-
services of this category provided no information regarding work process organization.

® http://www.itdweb.org/documents/public/denmark. TASTSELV%20-%20the%20automated%20tax%20administration.pdf (2005)

(20.6.2014.)

* http://oru.diva-portal.org/smash/get/diva2:425220/FULLTEXTO03.pdf (2011) (20.6.2014.)

Z http://www.itdweb.org/documents/public/denmark. TASTSELV%20-%20the%20automated%20tax%20administration.pdf (20.6.2014.)
Ibid.
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The only information regarding plans for upgrading and expanding the e-services of this
category are provided by the Belgian and Swedish e-services. The Belgian e-service BizTax
plans on becoming mandatory for use, while Sweden only has “big plans to become the
leading internet nation by 2015”7, which could imply further improvements to the e-service.
Other researched e-services provided no information regarding their plans.

4. Technological solutions

Authentication for e-services in this category is done through several means depending on
the country —in the case of Belgium’s Tax-on-web users can login via e-ID or token. Croatia’s
ePorezna uses a Digital Certificate, while Denmark’s e-service uses NemID or an E-tax
password (where SKAT recommends e-ID). In Lithuania, login can be done through external
systems, through STI (username and password) or with an electronic signature. Estonia gives
the option of logging in through Mobil-ID, ID-card or through one of the internet banks in
Estonia. Declaring taxes in Sweden can be done by personal security codes or e-ID, SMS, or a
telephone call (using their personal security code). It is important to note that the “SMS” and

|II

call “alternatives” only allow citizens to confirm the information on the pre-printed tax form
sent from the tax board. In cases of changes personal e-ID must be used. In Germany, login is
possible through three different mechanisms: the free ELSTERBasis certificate (login via
Certificate file), the ELSTERSpezial certificate (41 Euro, login via Safety Stick — a special USB
stick) or the ELSTERPlus certificate (50 to 140 Euro, login via Signature Card). The
mechanisms also include security questions and e-mail as means of confirming identity. In
the UK, login is done with a User ID and password. It is an interesting fact and worthy of note
that mechanisms of authentication are very different in most countries and the approach

towards identifying and granting access to users varies greatly.

For all analysed e-services of this category the communication between the server and client
station is encrypted with the SSL/HTTPS protocol, while all e-services of this category use
some form of e-ID except Croatia and UK (at the time of research).

Only e-services in Belgium, Denmark, Lithuania, Estonia and Sweden provided some
information on electronic signatures for their authentication systems, leading to understand
that digital certificates are used for electronic signatures. Croatia and Germany provided
insufficient information to form a single answer, while the UK provided no information at all
about electronic signatures. XAdES is the prevalent format of electronic signatures, though
information on this could only be found in the case Belgium, Lithuania, Estonia and Sweden.
Belgium and Lithuania also mention XMLDSig, and Estonia mentions ASiC along with XAdES.
Other countries provided little to no information on electronic signatures.

Judging by information provided by e-services of this category, it is safe to assume that all e-
services provide web forms as a way to fill out and send data. Only e-services in Croatia,

7 http://oru.diva-portal.org/smash/get/diva2:425220/FULLTEXTO3.pdf (20.6.2014.)
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Belgium and the UK provide information on sending out attachments, however, judging by
the nature of the e-services of this category, this option is most probably available with all e-
services of this kind. According to available information it is only known that users in UK
must attach their computations in iXBRL (inline XBRL) or .pdf format (if the computations
template is not used). In Croatia and Belgium8 users can attach additional documents in .pdf
format.

There is no information whatsoever on the kinds of technologies used for development of
the e-services in the category of income tax. All analysed e-services of this category use a
web browser as means of accessing the service. In Croatia, Denmark and Germany Java is
required for certain elements on the websites (ID authentication etc.). All analysed e-
services are available for access on any device with access to the Internet.

Regarding the question on whether or not the services are hosted within their responsible
institutions, no information was found for any of the e-services in this category, or on the
possession of any required certificates. Only the German e-service provided information
stating that IT Security is based on ISO 27001 (basic standard for managing IT security).
There was no available information, for any of the analysed e-services of this category, on
the use of the Cloud.

5. Storage and long-term content availability

No answers were available for questions in this category except for the case of Belgium’s
Tax-on-web. In Belgium, The retention period is 1 year.9 On October 8, 2013, a Royal Decree
was published completing the transposition of the EU Data Retention Directive 2006/24/EC
(the “Data Retention Directive”) into Belgian law. The Royal Decree was adopted on
September 19, 2013."° No other information is available for this group of questions.

6. System operation transparency

According to available information, service use policies are found only for e-services in
Germany and the UK. There is a link on the web-page of the German e-service (Elster Online)
“Datenschutz”, where users can find information about the Privacy policy, Accessibility, Data
and IT Security at Elster Online and information which can help users with registration and
FAQ. In the UK, there are general documents (Terms and Conditions and Privacy Policy)
available on the web-page of HM Revenue & Customes, institution which is authorized for the
e-service.

& https://eservices.minfin.fgov.be/taxonweb/static/fr/help_simu/powerpoint_1.ppt - slide 29 (20.6.2014.)
® https://www.huntonprivacyblog.com/2013/10/articles/belgium-transposes-data-retention-directive/ (20.6.2014.)
% http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2006:105:0054:01:EN:HTML (20.6.2014.)
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There was no available information assuring the users that their data are only used for the
defined purpose for any of the analysed e-services of this category. There was also no
information showing that the employees are required to sign a non-disclosure agreement.

Users can access and view their data throughout all analysed e-services of this category, and
can also correct or update their data and monitor the status of their applications.
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CO02 Job search services by labour offices

1. Basic service information

Most e-services in this category, other than responsible institutions, share the common
Central Government of the country as the highest authority over the e-service. The
exception in this case is Belgium; Belgium has Regional Governments in charge of job search
services in their respective regions.

Some of the e-services in this category do not have details on the start of their
implementation. Croatia’s e-service is the most recent, launched through the recently-
released gov.hr portal. Lithuania’s e-service appears to have been started in 2008, according
to copyright information on the website, while Estonia’s e-service was started in 2009.
Sweden’s e-service for this category appears to be the oldest, registered as ams.se in 1995. A
search of the web has led to information with some e-services, but other services would
require a thorough search of the histories of local news and reports, as well as a knowledge
of the local language, to find the correct answer to the question of when each service was
started/implemented.

All e-services in this category have the approximate Maturity level of 3, or “Two-way
interaction”. This is expected of job search services as they mostly do not require any sort of
financial transaction. The e-services in this category are also mostly independent from other
e-services, and are thus not connected with them. The only possible exception worth noting
is UK’s job search service Universal Jobmatch, which shares the Gov.uk domain with most
other e-services, though the service itself is not directly connected with any of them.

It was difficult to determine any differences between the official and actual development of
the e-services in this category. There is a persistent lack of reports suggesting any difference
in official and actual development. None of the e-services in this category appear to have
any limitations to their working schedule. However, it is worth noting that user support lines
usually have limited work hours. Due to a lack of access it was not possible to fully
determine whether or not the services do what they are described to do. However, by
analysing various reports and by examining the level of development of each service, it is
clear that all of the services in question fulfil their stated tasks.

2. Users

All services in this category are presented as an alternative and quicker way to search and
apply for jobs or look for potential employees. This means that none of these services are
mandatory for any category of users. All of the job search services have two main categories
of users — job seekers and employers. Au travail, the Belgian e-service, further specifies the
different types of users. There, employers are divided into three groups — public sector,
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private sector and local government, while job seekers are divided into several groups — such
as job seekers with full unemployment compensation, employed, dismissed without
personal fault, student, pensioner etc. However, there was no information for user groups
regarding different levels of access and authorization. There is very little information on the
exact number of users in general, let alone per group. Only the Croatian and Danish job
search services provide an exact current number of users on their website’s front page.
However, this number does not reflect on the total number of job seekers or employers.

A percentage of users who use the service electronically in this category can only be derived
in the case of Croatia’s Burza Rada e-service. During the making of this document there were
301,273 people registered as unemployed in Croatia and 123,964 users registered on the
site. The number of unemployed people cannot be compared to the number of registered
users on the website considering the fact that many of those users could, in fact, already
have a job. Therefore, determining an exact percentage of users in the case of job search
services requires more thorough research.

There was a lack of information that would give any insight into the age groups of users for
e-services in this category. This is a reasonable expectation considering there is little
information on the very number of users to begin with.

Considering the fact that all e-services in this category are accessed through a web browser,
it could be argued that they are immediately adapted for users with disabilities since web
browsers can change font size, have text-to-speech plugins etc. However, only Estonia,
Sweden and Germany have truly implemented their own aids for users with disabilities —
such as aids for the partially sighted, sign language options, listening options or easy/plain
language options. Such initiative and effort usually echoes very positively among users and
ensures a level of trust. On the other hand, there were no available public opinion polls that
would provide data on users’ satisfaction regarding e-services in this category.

3. Business optimisation

No concrete data was available in the Business optimisation category for job search services.
In the case of Lithuania, the website only states the number of employees and a
male/female ratio, but no reports on effects on organization could be found. As far as plans
for upgrading the service in the future goes — Sweden only has “big plans to become the
leading internet nation by 2015”, which could mean further improvements to the e-service.

4. Technological solutions

All e-services use either a form of e-ID or a username/password login. In the case of Belgium,
e-ID is also used for employer/employee advertising, though employers can also use their
username and password. Lithuania has two options - registering on the website and login via
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username and password or registering through the Electronic Government Portal, where
they can register through their Bank, as E-mail signature users or through their Identity card
(which requires Java). In Sweden, both jobseekers and employers can login via username and
password, but jobseekers are encouraged to log in with their BankID, Telie, E-legitimation,
Mobilt, BankID or ID-matris for higher security and better performance.

The only immediately visible encryption with all e-services of this category is SSL/HTTPS. Any
further details on encryption are scarce and not readily available information. All researched
countries, except Germany and the UK, use some form of e-ID. In Belgium, the use of e-ID is
optional and is used mostly for employer/employee advertising, while Sweden uses a wide
array of various ID’s. A trend of moving towards e-ID use is visible, though not yet
implemented everywhere. As was expected, the services with e-ID all have some sort of
electronic signature with digital certificates. Germany and UK provide little to no information
regarding this subject. XAdES is the prevalent format of electronic signatures, though
information on this could only be found in the case Lithuania, Estonia and Sweden. Lithuania
also mentions XMLDSIG, and Estonia mentions ASiC along with XAdES. In the case of Belgium
there are two certificates — one for electronic signatures and one for authentication, but its
exact format is unknown. Denmark provides information on who provides the digital
certificates, but no information as to the exact format.

All e-services in this category use web forms in the browser as the standard interface for
letting users fill in and send out data. Forms are usually needed for users to fill out and edit
their data during registration or to make changes to their user profile. The e-services in this
category all allow some form of uploading attachments — with some e-services it was
impossible to directly prove this. However, FAQs, guides and other documents on the
services’ respective websites all give solid evidence that documents can indeed be attached
in some way. This is usually an option for uploading CVs or other attachments to the users’
profiles and/or applications for jobs and job postings.

There is a high probability that all e-services in this category do have predetermined types of
document formats that are acceptable for sending out data. However, only some of the
countries researched provided information on exact formats on their websites. For some,
registration and concrete use is required in order to know exactly which formats are
accepted. It is reasonable to assume that .doc, .pdf or .rtf are represented and accepted
everywhere, except where explicitly stated on the website. We could find very little
information on the technologies used to develop the e-services. Gov.uk is the only service
that led to assume that open-source was used “where appropriate” during development, as
their Government IT Strategy clearly states™”.

The researched e-services in this category all use web forms in the browser to provide their
services, though Java is needed in the case of Denmark for certain elements on the website.
Java is mostly used for the NemID authentication in the case of Denmark’s e-service, while

" https://www.gov.uk/service-manual/making-software/open-source.html (28.6.2014.)
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services in other countries found different methods of authentication for their users. No e-
services in this category showed any limitations to access regarding the channels through
which they are available. The e-services are available on web browsers regardless of the
channel, be it a PC, smartphone, tablet or any other channel through which access to the
internet can be established.

As expected, no information whatsoever could be found on hosting for the e-services in this
category. This also reflects the current issue of trust in the Cloud. Information on hosting
should be available to users in some form in order to ensure trust that their data are safe.

5. Storage and long-term content availability

Questions regarding storage and data retention provided little-to-no answers in general. The
partial exception here is Belgium, where the retention period is 1 year. Germany only
provides information that user accounts will automatically be deleted after 10 months of not
being accessed or used. Belgium is the only country that was relatively clear with this
guestion. On October 8, 2013, a Royal Decree was published completing the transposition of
the EU Data Retention Directive 2006/24/EC (the “Data Retention Directive”) into Belgian

1213

law The Royal Decree was adopted on September 19, 2013. No information was found

for other countries’ e-services in this category.

No more detailed answers were found on the way data is handled after the retention period
expires. The exception may be Germany, where user accounts are deleted after the
retention period of 10 months without use. As a result, no information could be found on
long-term preservation formats, methods of materialization or any other details regarding
data retention. It is clear that some responsible institutions failed to take into account the
fact that these questions might be asked by users and that providing answers to such
guestions strengthens trust and users’ willingness to use the service.

Only Lithuania and Estonia’s e-service provided information on where user data is stored

.. 141
and/or who has access to it.***

This information may be partially available for other services
as well, but it was very difficult to find. The two e-services that provide such information

placed it on the bottom of the front page of the e-services’ website.

No answers were found for questions regarding certificates guaranteeing data security and
the Cloud. This is expected considering little information is available on data storage in
general.

2 https://www.huntonprivacyblog.com/2013/10/articles/belgium-transposes-data-retention-directive/ (28.6.2014.)

" http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2006:105:0054:01:EN:HTML (28.6.2014.)

" https://www.ldb.It/LDBPortal/Authentication/Logon.aspx?branch=js&page-ID=60c5ae4a-3d9e-4746-b9a3-241f7f16b635 (28.6.2014.)
> https://www.tootukassa.ee/content/isikuandmete-tootlemisest (28.6.2014.)
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6. System operation transparency

When it comes to service use policies, Belgium’s e-service only has a Privacy Policy16 on their
website. Denmark’s e-service has a section called “Laws and regulations”, encompassing
Rights and duties, a Privacy policy and Rules, laws and regulations, while Estonia’s e-service
has a Terms of Use'’ section. E-services from other researched countries provide no
apparent service use policy.

Guarantees to the use of users’ data only exist in the case of Denmark and Estonia’s e-
service, however they are not so much proclamations of technological measures as they are
“written guarantees”. With Denmark’s e-service the guarantee can be found in the Privacy
policy'®, where the use of users’ data is described. Estonia’s e-service has a section called
Processing of personal data®, where the guarantee is located. Other e-services provided no
information on this issue. No information could be found on whether or not employees are
required to sign a non-disclosure agreement for any of the researched e-services in this
category.

It was reasonable to expect that users can access, view and edit their data in e-services of
this category. Users’ status often changes when it comes to employment status, therefore it
is important that users can update their data in this service. There is no need to send out
requests for correction — any change to the users’ profile made by the user is applied
immediately.

Though it was not possible to determine whether or not users can monitor the status of
their application, since an actual application for a job would be necessary to find the answer
to this question, we can assume that users do have an insight into the status of the job
application or job posting they applied for.

1 http://www.autravail.be/web4/fot2web/index.do?method=cookies&language=fr&viewPoint=employee (28.6.2014.)
7 https://www.tootukassa.ee/content/eesti-tootukassa-kodulehe-kasutustingimused (28.6.2014.)

' https://info.jobnet.dk/om+jobnet/politik+om+persondata (28.6.2014.)

9 https://www.tootukassa.ee/content/isikuandmete-tootlemisest (28.6.2014.)
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CO03 Social security benefits

1. Basic service information

All analysed services in this category are generally under the jurisdiction of the Social
Insurance Agency or Ministry of social security and labour. Regarding information on the
start of service development/implementation for this category of e-services, the respective
services were implemented in 2011 in Belgium, 2012 in Estonia and 2013 in Croatia. Other e-
services provided no information on the start of service implementation.

Most e-services in this category have a Maturity level of 3. The exceptions are Sweden and
Germany, with Sweden having a Maturity level of 5, and Germany having the lowest
Maturity level of 2 for this category of e-services. In Germany, forms can be filled only on
screen before being printed and sent out or delivered to the Labour Office. Sweden's e-
service is fully automated — at the event of birth of a child the hospital gathers all the
needed information from parents and initiates the procedure of regular, fully automated
payment of child allowances.

Only Denmark’s e-service provided any information related to connection to other
governmental e-services — it is connected to TastSelv, Denmark’s e-service for automated tax
administration. Regarding official and actual development, only the Belgian e-service for this
category released official development goals — mentioning usability, faster contacts between
citizens, businesses and the SPF Finances, more transparency, public access and being open
year-round. The service itself fulfils these goals. The Belgian way of publishing official goals
of development could be used as an example in declaring development goals for other
countries in the EU and their respective governmental e-services. None of the e-services
appear to have any limitation to their working schedules. Due to a lack of access it was not
possible to fully determine whether or not the services do what they are described to do.
However, by analysing various reports and by examining the level of development of each
service, it is clear that all of the services in question fulfil their stated tasks.

2. Users

Most of the e-services in this category do not appear be mandatory for use, with the
exception of Sweden, though the service in question is already fully automated. There is no
information on different categories of users, how many users there are per user group or on
the percentage of users who use the service electronically. As expected, Belgium and
Croatia’s Pension application online provides information on prevalent age groups being 50-
65, while Denmark and UK's Student grants e-services report ages 18-30 as being the most
common.
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Since all of these e-services are on the web, they are naturally adapted for users with
disabilities as much as the web browser allows it. Sweden's e-service also contains adapted
text and a synthetic speech function, while Denmark's e-service has highlighted symbols for
users with impaired sight.

There was little to no information about user satisfaction. Intuitively, user satisfaction in
Sweden can be derived from the fact that the service is fully automated, therefore probably
higher than in other countries. However, no concrete data was found.

3. Business optimisation

No information could be found on positive financial indicators for the e-services in this
category or their responsible institutions. Only for Croatia and Sweden’s e-service is there
some information on the decrease in time required to process user applications. In Croatia’s
case, there is the procedure of pre-filling through which users can save on the required
processing time of their applications (by gathering the required documentation in time). For
Sweden, the process is sped up as much as possible because it is fully automated and with
no human interaction to decelerate the process.

There is no information about any of the services’ implementation affecting the required
number of workers in their respective institutions. There are also no visible plans of major
upgrades or expansions to any of the services in this category.

4. Technological solutions

There are two types of authentication for analysed e-services in this category -
username/password and e-ID. In Sweden, there is no need for authentication because the
Social Insurance Agency pays allowances to the parents automatically using the fully
automated e-service.

With all e-services, the communication between the server and the client station is
encrypted and carries the standard SSL/HTTPS protocol. Regarding the use of e-ID, analysed
e-services in Belgium, Croatia, Denmark, Lithuania and Estonia all use e-ID, while none of
them except Estonia appear to use electronic signatures. There was no information on
exactly which format of electronic signatures is used.

No information was provided for the use of open-source versus commercial technologies. All
e-services in this category are web applications except Sweden's e-service. Most modern e-
services are built through web technologies, the number of standalone/desktop applications
are rare and on the decline. All services are available through any device with access to the
internet, except in the case of Sweden where the e-service functions on the server-side, and
not the client-side.
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There was very little information on hosting for the analysed e-services. Only in the case of
Belgium’s e-service was there information that the service is hosted within its responsible
institution — the Crossroads Bank for Social Security. There is little information in general
about the hosting of governmental e-services, transparency should become a priority in the
future.

5. Storage and long-term content availability

There is no information whatsoever regarding questions of storage and long-term content
availability. Little is invested in these types of services in all analysed countries, except the
fully automated e-service in Sweden, possibly because the services for citizens are used less
than services for the business sector. The latter are also more sensitive in terms of
conditions for long-term data-keeping.

6. System operation transparency

There is no information about defined service use policies, nor could one be found, except in
the case of Croatia and UK's e-services in this category. In those two cases a service use
policy could easily be found, while others did not provide such information transparently or
they did not provide it at all. None of the services in this category provided any information
on proclaimed technological measures guaranteeing the users that their data is only used for
the defined purpose. There is also no information on whether or not employees are required
to sign a non-disclosure agreement.

In most of the services in this category, users can access and view their data through the e-
service. Sweden's e-service in this category is fully automated and therefore requires no user
interface. Half of the analysed e-services offered users the ability to correct or update their
data within the services themselves. Users can also monitor the status of their applications
with most of the analysed e-services in this category.
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C04 Personal documents: passport and driver’s licence

1. Basic service information

At the time of this research, only Estonia and the UK provided a governmental e-service for
this category. The Central Government is the highest authority for both e-services, the Police
and Border Guard Board being responsible for the Estonia’s and the Identity and Passport
Service along with HM Passport Office being responsible for UK's e-service. No information
could be found on the start of service development/implementation for either of the two
services in this category.

A definitive Maturity level could not be determined for the two e-services. An estimate was
made whereby both e-services were given Maturity levels between 3 and 4, meaning both
have some elements of the higher Maturity level, but lack certain elements that would
define them as such. UK's e-service sends the filled and signed declaration by post, which
can be created through an online application that provides users with a username and
password. The user can then log in to the service and retrieve and check the status of a
submitted application. The element that gives the service a partial Maturity level of 4 is the
payment feature. In Estonia, users can apply for a passport via e-mail (“if less than 2 years
have passed since applying for the previous passport and capturing fingerprints”) by filling
up the application form in .pdf format and signing it digitally with their ID-card.

No information could be found on whether or not the analysed e-services in this category
are in any way connected with other e-services. There was also no information that would
compare the official and actual development of the mentioned e-services. Neither of the
two services appear to have any limitations to their work schedules. Due to a lack of access it
was not possible to fully determine whether or not the services do what they are described
to do. However, by analysing various reports and by examining the level of development of
each service, it is clear that all of the services in question fulfil their stated tasks.

2. Users

Both Estonia and the UK have more than one way for applying for a passport. In Estonia, an
application for a passport can be made in the Service Offices of the Migration and
Citizenship Bureau and in the foreign offices of the Republic of Estonia and, if less than 2
years have passed since the previous passport application and fingerprint capturing,
application is also possible by post or e-mail. In the UK there are several ways for applying
for a passport, depending on where a person is located at that moment (in the UK or
overseas) and if they need it urgently or not.

According to information available on the web-pages of the analysed e-services, different
groups of users could be identified. In the case Estonia’s e-service, the groups are adults,
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children and persons under guardianship, but for children and persons under guardianship
an application for the passport must be submitted by their legal representatives. In the UK,
application for the first adult passport is possible for ages 16 and over, and then only if the
applicant is one of the following: a British citizen, a British overseas territories citizen, a
British subject, a British national (overseas) and a British protected person.

No information could be found on how many users there are per user group or on the
percentage of users who use the service electronically. There is also no information on which
age groups are prevalent in using the analysed e-services, though the assumption is that
adults are the most frequent users - managing both their personal and their children's
documents.

In Estonia's case, applying for a passport online requires the use of e-mail, therefore it is the
users' browser that affects how well the service is adapted for users with disabilities.
Information is available in the UK on passport services for disabled users which refers to
wheelchair access and issues with signing forms, impaired hearing or vision, however, these
are not included within the e-service itself. The only available aid for disabled users in the
service is for those with impaired vision, and includes the ability to change the size of letters
on the screen.

No information is available on users' satisfaction for services in this category.

3. Business optimisation

There is very little information available on positive financial indicators, details regarding
decrease in time required to process user applications or how the e-services implementation
affected the organisation of work processes in their respective responsible institutions. The
only information provided in this series of questions was the UK's plan on redesigning and
improving of their e-service, including user feedback, while Estonia's e-service provided no
information on future plans to improve the service.

4. Technological solutions

Regarding authentication, in the case Estonia’s e-service the users must digitally sign the
required documents before sending them via e-mail. With UK’s e-service, username and
password are used to access the user account if the user wants to retrieve an application
and check its status. Since Estonia's e-service requires the use of e-mail, it is not possible to
determine if the communication between the server and client station is encrypted. In the
UK, the communication is encrypted with SSL/HTTPS. In Estonia’s case, documents are
signed digitally with an ID card, however there was no information on whether or not the
electronic signature uses digital certificates, nor is there information on the format of the
electronic signature.
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In Estonia’s case, the users fill in the form in .pdf format and send it out via e-mail. In UK’s
case, the users fill in their data electronically through an application. The declaration is then
printed, signed and sent out by post. The sending out of attachments is applicable only in the
case of Estonia’s e-service, where users can send all required documents through e-mail.
Regarding predetermined document formats in Estonia, other than .pdf for forms, .jpg is
used for images.

No information was provided about technologies (open-source or commercial) used in
developing the analysed e-services in this category. Both services are web-applications,
though the service in Estonia thoroughly uses e-mail. Both e-services use the web for access.
No information whatsoever is available on the hosting of the services.

5. Storage and long-term content availability

Questions regarding storage and long-term content availability gave little to no answers. The
only question where an answer could be found was the one regarding materialisation of
data where in the UK documents have to be printed.

6. System operation transparency

Only UK's e-service has a defined service use policy and data sharing principles explaining
how the users' data is used when it is shared through the e-service. There is no information
on employees being required to sign a non-disclosure agreement.

Users can access and view their data only in the case of the UK’s e-service, however, there is
no information on the possibility of correction or updating of users' data within the covered
services. Users can, however, monitor the status of their application with UK’s e-service.
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CO5 Car registration (new, used, imported cars)

1. Basic service information

Only Belgium, Denmark, Lithuania and the UK had a sufficient Maturity level for car
registration e-services to be analysed within this research. In Belgium, the Federal
Department of Mobility and Transport, Vehicles Registration Directorate which is under the
Central Government, is authorised for this e-service. In Denmark, the Local government is
the highest authority for the e-service. In Lithuania and the UK, the Central government is
the highest authority; in Lithuania the State enterprise “Regitra” is responsible for the
service while in the UK it is the Driver and Vehicle Licencing Agency (DVLA). No information
was found on the start of service development/implementation for any of the analysed e-
services in this category.

On the Maturity level scale of the e-services in this category, Denmark's e-service was
difficult to pinpoint. The lack of available information and the language barrier proved to be
issues in determining the exact Maturity level, resulting in an estimate of a Maturity level
between 3 and 4. Belgium, Lithuania and UK's e-service showed the Maturity level of 4,
respectively. According to available information, a conclusion can be drawn that Belgium’s e-
service in this category is connected to other governmental organizations. The Vehicle
Registration Service (DIV) “keeps a databank for numerous organizations such as the police,
the Finance FOD, insurance companies and so on. When you register with the DIV, you

720 Other than that, no information

receive a certificate of registration and a license plate.
could be found on any of the other services in this category being connected to other
governmental e-services. There was also no information with which to compare the official

and actual development of the e-services.

All e-services in this category appear to have no restrictions or limitations to their working
schedule. Due to a lack of access it was not possible to fully determine whether or not the
services do what they are described to do. However, by analysing various reports and by
examining the level of development of each service, it is clear that all of the services in
qguestion fulfil their stated tasks.

2. Users

It was difficult to determine whether or not the e-services in this category are mandatory for
use in the case of Denmark and Lithuania’s e-services. The e-service in the UK is merely an
option — there are alternative ways of accomplishing what the service provides; for example
by post. Belgium’s e-service appears to be mandatory for use, it states that every person
who owns a vehicle has to register it. No alternative methods are provided, so the possibility

2 yehicle Registration Service (DIV): http://www.belgium.be/en/mobility/vehicle registration service/ (13.07.2014)

34



http://www.belgium.be/en/mobility/vehicle_registration_service/

of mandatory use could be suggested. The registration can be done by an individual,
insurance companies, brokers, agents and leasing companies.

Regarding groups of users, information was found for Belgium and Lithuania’s e-service. In
these cases, as mentioned, individuals, insurance companies, brokers, agents and leasing
companies are treated as different groups of users. In the case of Lithuania’s e-service,
natural and legal persons are mentioned as two categories of users. While other services
provided no information, Belgium’s e-service states 7,500 users who use the service
electronically. Adults are, logically, the prevalent group of users.

No features were found that would adapt any of the analysed e-services in this category for
users with disabilities other than what the web browser allows for. There was also no
information on users’ satisfaction with any of the e-services.

3. Business optimisation

No information could be found for any of the questions in the Business optimisation group
of questions for any of the analysed e-services in this category.

4. Technological solutions

As a method of authentication, Belgium’s e-service uses a username and password
authentication, while Denmark's e-service uses NemlID or a digital signature. “NemlID
(literally: EasyIlD) is a common log-in solution for Danish Internet banks, government

websites and some other private companies."21

In Lithuania, users log in to the Driver's
Portal via the e-Government Gateway and can sign in through any method available for
identification/authentication purposes (Bank, Smart cart, USB, SIM, ID-card, Civil servant ID-
card, EU-ID-card, Cross-border authentication). In the UK, users access the e-service via

Government Gateway User ID and Password.

All e-services in this category have their server-client station communication encrypted with
the SSL/HTTPS protocol, though this could not be confirmed for Belgium’s e-service. All
analysed e-services except Belgium’s in this category use some form of e-ID, in Denmark it is
the NemlD, in Lithuania it can be any of the approved authentication methods (Bank, Smart
card, ID-card etc.) and in the UK it is the Government Gateway User ID. No information is
provided, however, on electronic signatures or digital certificates.

Due to a lack of information, the method of filling in and sending out data is unclear,
however the assumption is that an electronic web form is used for filling in applications
which are then sent out through the application.

2 Wikipedia: NemID, http://en.wikipedia.org/wiki/NemID (13.07.2014)

35



http://en.wikipedia.org/wiki/NemID

There were no answers for questions regarding attachments and their predetermined
formats. Also, no information was found on whether the services were developed using
open-source or commercial technologies.

In all cases, the e-services are web applications available through any device with access to
the internet. However, no answers could be found regarding the issue of hosting, or the use
of Cloud for that matter.

5. Storage and long-term content availability

No answers could be found for the group of questions regarding storage and long-term
content availability in any of the analysed e-services in this category.

6. System operation transparency

A service use policy was found only in the case of UK’s e-service. In addition, no information
could be found on proclaimed technical measures guaranteeing users that their data are
only used for the defined purpose or if the employees are required to sign a non-disclosure
agreement.

Regarding data visibility and control, users of e-services of this category in the UK and in
Lithuania can view and update their data, though only with UK’s e-service can users monitor
the status of their applications. Belgium’s e-service does not appear to allow users to correct
or update any of their data within the service.
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C06 Application for building permission

1. Basic service information

All e-services in this category appear to be under the authority of their respective local
governments. The information on the start of service development/implementation was
only available for Croatia, it being 6/1/2014, because the media coverage for it proved
sufficiently recent. Most of the e-services in this category are estimated to be of Maturity
level 3, with the exception of Denmark and Sweden’s e-service who only have downloadable
forms on the website (Maturity level 2). For this reason, they will not be reviewed in further
analysis of this category. The highest Maturity level in this category is found with the UK's e-
service, which provides payment options for expenses of building permits directly by using
the service.

The information on the service connections to other e-services is only available for Estonia -
it is connected to services such as application for cadastral unit division, construction project
application, earthwork application, exemption from land tax etc. Perhaps other services
provide the same, but information on this is unavailable without login.

Regarding the comparison of official and actual development of the e-services in this
category, a loose answer is available only for Croatia, where the service was set to be
released on 1st of January 2014, 5 months earlier than it was really published (information
found in newspaper articles). There appear to be no limitations to any of the service's
working schedules.

2. Users

In terms of mandatory use, only Estonia’s e-service is mandatory for its citizens. Regarding
different groups of users, they are split into citizens and businesses/planning
professionals/project leaders and government officials. Exact numbers of users per group or
users who use the services electronically were not available.

The services themselves are not adapted in any way to users with disabilities, though the
users' browsers may provide ways to enhance interactivity for users with disabilities. There
was also no information on user satisfaction with the services in this category.

3. Business optimisation

There was no information for questions regarding business optimisation for any of the
analysed e-services in this ca