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Introduction

The global adoption of mobile phones with Internet clivity is changing the way izations and
individuals create, share, reuse, ond store their business records and personcl communicesions.

The adoption of online services, such os social medio platf to deliver
24/7 access, collaborative 1ools ond scolable solitions are ing naw risks to recordmaking and

and individual Twmwﬁcnumhmdﬂuo&nmﬂ
mddod&udmhnu&wﬂw&munmdmm focusing specifically on their
future use s evidence and social memory.

Research Question

How do we ensure the trustworthiness (i.e., accuracy, reliability ond authenticity)
of digital records accessed, shared and stored through social media platforms
and service providers utilizing cloud-computing infrastructure?

Research Projects

In 2012, the Law of Evidente in the Digital Emvironment (LEDE) Projedt begen exploring the challenges
modbyd‘vghdmdmlnloihohwofw-domoohmﬂuhol&bthok«na&ynuolcbwﬁm
g? tween the Faculty of Low and the iSchool of the University of Brifish Columbio, Canada.

In 2013, the InterPARES Trust (ITrust) Projedt begon exploring issues of trust regarding digital records in the
online environment. "mnun&y-evml interdisciplinory peoject directed by Dr. Luciana Durenti,
bosed of the Cantre for the | Study of C y Rocords cad Archives ot the University of
British Columbio, Conoda.

Research Methodology

An extensive LITERATURE REVIE whilnlqdondonl\mldomlufwcmww of
trustworthiness, digitol records, digiol evidence, ond social medic d. Followed by o
nmdmnhwnno?odmmmhgmeundmdmmmnuﬂmdu-mndomn,
sficolly the issue

VEY of professionals involved with digite! evidence in legal p dings was conducted,
'Mbymd.peh NTERVIEN W5 with selected survey porticiponts,
In the context of records and di

" dards, TEXTUAL ANALYEES of bolerplate
doudservice from selected provid  Terms ond Conditi Ag was conducted, includii
their Terms of Service, Terms of Use, ndeMxyPoﬁq

Key Survey Findings
The Law must stay current with advonces in digital technology.
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Key Findings of Cloud-Service Contract Analysis

Data Ownership
Anhbvunmdleucblnbwhuﬁu'hpeﬂylwumah-r-'lomoﬂonondneordﬂnﬂudwd
retaing Digital same ol hi
mnunbodonhaphywdmdmmlodo«lv Mou |I979|65C: App. R. m) Records stored in
eloctronic system: thet d h between the hip of the records and the
uomg-ohhom:wds (ISO 15489-1: 2001, 5.8.3.4).

Boilerplate cloud-service contracts ossign ownership of vser-genarated content to the creator,
but not the metedota produced during upload, mangement, migration and storoge - this is
owned by the service provider.

Social medio contracts assign ownership of usergenaroted content fo the creator, but
retain on unlimited, coyalty free, non-exclusive license to reuse members’ content,
wven cfter the eccount has been lerminated

Availability, Retrieval and Use

Ona of the drivers for adopting cloudbased services is to hove ink ond records immedictel,
ovailoble to an orgonization to fulfill their current and future business needs. Rdvmdmnwmlym
is required by FOIPOP laws.

Cloudservice provid 99.9% upﬂm., hmr this amounts to 9 hours of down-
fime over o 7oor In unlly a number of major ions and data breaches to cloudbased
services are reported each yeor (e.g., vdoud 2014, MySpo:o rebronding).
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Data Storage and Preservation

Recordkeeping standards state that systems for storing digitol records should ensure that the records held
within the system remain occessible, authentic, nliebhondmobh!hwh«nwcbmg«mdoh!h
system (ISO 15489-1:2001, 5.9.6). Addonally, mig ond d by the sy
provider should not mpodlhniab&yandonlhonwd:(lSOlS‘l?l :2001, s.835)

DO NOT o

content ora the respons

Sociol medio contracts state that the service supports sharing, not storuge

management and preservotion ocliviies rely on record nnd" ition schedules to
perform inf ion g Schodules must remain i fy complex legol and
! R dord! umhmmonddup«ioadmrdn

sugge!
ihouldb- implemented and cmdmb,ﬂudsﬁdq*mhﬂuhhm«hmhkl
(1SO 15489-1:2001, 3.8.3.7).

Boilerplate cloudservice contracts and social medio controcts DO NOT address data or
record refention or disposition.

Security, Confidentiality and Privacy
Managed occess to information and records held in systems ensures the authenticity of the records. Re-

wmmmmw.nwammwmw demonsirate thot records are being pro-
tected from d access, use, ion (15O 15489-1:2001, 5. 8.3.4). Sooniy
ore d ded by data ogistat [PIPEDA), os well as sectoriol regulations related

1o finoncial morkets (SefbonnO:byAdend Bosel Accords),

Cloud-service contracts focus mainly on the sacurity of physntcl infrastructure. Cloud-service
contracts state that i is the responsibility of the ge access restrictions for
their accounts ond stored content.

Social medic contracts give members o false sense of privacy by providing levels of access
control. Criminal ond civil cases reveal that content held in sociel medio occounts is discover-
able and admissible

Data Location & Cross-border Data Flows

Clowd g relies on the p ondimgoddmommnlocdndwoalhgbbo
Cumdobwbcmudonduondm%m' and lngd
concerns orise when customer nhpdhhnqnlumudo«mbylw—gn

{e.g., PATRIOT Act). mbvlsundoullowmd‘w-:bdhhw nowm.
the locotion of the server, or the location of legal registration of the cloud -service provider
(Microsoft v. United States of Americe, 14.2985-cv).

Cloud-service contracts state that control over data location and flow is o fee-bosed service.

End of Service

Prior to termination of service all records cnd essodated dote should be ferred out of the ser
vice in 6 manner thot does not impoct their reliobili henticity ond bility (15O 15489-1:2001,
5.8.5).

of contract and/or inactivity of the




